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The GDPR:
A Guide for Businesses

Introduction

The EU General Data Protection Regulation (GDPR) was initially published in January 2012, and finally adopted on 27 April
2016. It will come into force on 25 May 2018. The GDPR introduces substantial changes to data protection law. Companies
have 19 months remaining in which to make preparations for implementing the new rules, but given its extra-territorial scope,
new concepts, (such as privacy by design and by default, and the concept of accountability), along with the severe financial
penalties for non-compliance, it would be prudent for businesses to start taking steps now to review and revise their policies
and procedures as appropriate.

Existing data protection law is based on Directive 95/46/EC (the Directive) which was introduced in 1995, and had to be
transposed into the national laws of each Member State. As a result of different interpretations of the Directive being applied
by Member States, inconsistent data protection laws currently exist across the EU. In contrast, the GDPR is a directly-effective
Regulation which will be immediately applicable across the EU from 25 May 2018, without the need for Member States to
implement national legislation. It is likely, however, that the Irish Government will introduce legislation repealing the Data
Protection Acts 1988 and 2003, which will provide, where permitted, for any national derogations from the GDPR.

The GDPR aims to make it easier for multinational companies operating across the EU to comply with data protection

laws through the harmonisation of such laws. However, it permits Member States to legislate in many areas, which means
that inconsistencies will still arise. It also aims to simplify regulation through the introduction of a 'one stop shop' whereby
multinational companies will only have to deal with one supervisory authority, located in the Member State of their main
establishment. But, the GDPR, as adopted, contains a significantly watered down version of the 'one stop shop' concept,
which was originally proposed by the European Commission. As a result, supervisory authorities in other Member States can
be involved in certain cases, and the lead authority must cooperate and endeavour to reach a consensus with other concerned
authorities. In addition, the GDPR significantly increases the rights of individuals and the information to be given to them
regarding processing activities.

This guide is intended to provide you with a summary of some of the significant changes that will apply once the GDPR
comes into force and the likely impact of the GDPR on businesses. It also contains priority action points that businesses can
begin taking to ensure compliance with the GDPR when it comes into force.

We will be happy to provide you with further information on any aspect of the GDPR on request.

Date of Publication: 5th October 2016

Disclaimer: A&L Goodbody 2016. The contents of this document are limited to general information and not detailed analyses
of law or legal advice and are not intended to address specific legal queries arising in any particular set of circumstances.
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@) Extra-Territorial & Material Scope

The GDPR expands the territorial
and material scope of EU data
protection law.

It applies to both controllers and

processors established in the EU.

It also captures controllers and
processors outside the EU, who
offer goods and services to, or
monitor, EU residents. These
businesses may need to appoint a
representative in the EU.

=| \WHERETO FIND THIS

[e]

Q ) Articles 2-3 & 27

Changes

(i) Extra-Territorial Scope

The GDPR expands the territorial
scope of the EU data protection

law, capturing both controllers and
processors in the EU, and those
outside the EU who offer goods and
services to, or monitor, EU residents.

EU established controllers and
processors

The GDPR applies to controllers

and processors who have an EU
“establishment" and process personal
data “in the context of activities" of
such an establishment, regardless of
whether the actual data processing
occurs within the EU or not (Article
3(1)).

It remains to be seen whether

the broad interpretation of
“establishment" taken by the Court
of Justice of the EU, in Google Spain
(C-131/12) and Weltimmo (C-
230/14) will continue to apply under
the GDPR, leading to entities outside
the EU being subject to the GDPR
due to the activities of a separate
legal entity in the EU.

Non-EU established controllers
and processors who target or
monitor EU data subjects

The GDPR also applies to non-EU
controllers and processors who
process personal data of data
subjects in the EU, where the
processing relates to:

»  The offering of goods or
services (irrespective of
whether a payment is required);
or

» The monitoring of their
behaviour (Article 3(2)).

Non-EU data controllers and
processors who offer goods

and services to, or monitor EU
residents must designate in writing

a representative in the EU, unless
subject to one of the specified
exemptions in the GDPR (Article 27).

The recitals provide that in order

to ascertain whether a controller or
processor outside the EU is “offering
goods or services"to data subjects
in the EU, it should be ascertained
whether it is apparent that the
controller or processor envisages
offering services to data subjects

in one or more Member States in
the EU. The mere accessibility of
the website in the EU is insufficient
to ascertain such intention. The
possibility of ordering goods or
services in the language or currency
generally used in a Member State
may however make it apparent that
the controller envisages offering
goods or services to data subjects in
the EU (Recital 23).

The recitals further provide that

in order to determine whether a
processing activity can be considered
to “monitor the behaviour of data
subjects in the EU", it should be
ascertained whether individuals are
tracked on the internet to create
profiles, in particular, in order to
take decisions or analyse and predict
personal preferences, behaviour and
attitudes of individuals (Recital 24).

(ii) Material scope

m  The GDPR applies to controllers

and processors. It places new legal
obligations on processors, with the
result that they will be directly liable
to data subjects for any damage
caused by breaching the GDPR
(Article 28-31).
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The GDPR applies to “personal
data". The definition in the GDPR

is more detailed than the Directive,
extending to an identification
number, location data and online
identifier, whilst sensitive personal
data now includes genetic and
biometric data (Article 4(1) & Article
9(1)).

The right to the protection of
personal data is “not an absolute
right" and must be balanced

against other fundamental rights,

in accordance with the principle of
proportionality, including freedom to
conduct a business (Recital 4).

The GDPR does not apply to the
processing of personal data which
(Article 2(2)):

» Falls outside the scope of EU
law (e.g. national security);

» Concerns EU common foreign
and security policy;

» |s by a natural person in the
course of a purely personal
or household activity. (This
includes correspondence and
the holding of addresses, or
social networking and online
activity undertaken within
the context of such activities.
However, the GDPR applies
to controllers or processors
which provide the means for
processing personal data for
such personal or household
activities (Recital 18));

» Is by competent authorities for
the purposes of the prevention,
investigation, detection
or prosecution of criminal
offences or the execution of
criminal penalties, including the
safeguarding against and the
prevention of threats to public
security;

»

Is by EU institutions where
Regulation (EC) No. 45/2001
(on the protection of individuals
with regard to the processing of
personal data by EU institutions
and bodies and on the free
movement of such data) applies
instead. That Regulation will be
adapted to ensure consistency
with the GDPR (Article 2(3)); or

Concerns deceased persons
(Recital 27).

The GDPR will be “without
prejudice" to the application of the
E-Commerce Directive 2000/31/EC,
in particular to the rules concerning
the liability of intermediary service
providers, which limit their liability
where they act as a mere conduit,
host, or cache (Article 2(4)). In
regard to the interaction between
the E-Commerce Directive and the
GDPR, it seems, but is not expressly
stated, that the E-Commerce
Directive will determine the liability
of ISPs for actions of users, whilst
other obligations such as the
rectification or erasure of data, will
be governed by the GDPR.

Controllers established within the EU are already subject to EU data
protection law, but will need to comply with increased statutory obligations.

Processors established in the EU will now be subject to the GDPR's direct
statutory obligations for processors, rather than just the obligations imposed
on them by contract by the controller, and will need to take steps to comply.

Non-EU controllers and processors that process data of EU data subjects
through websites and cookies will most likely come within the remit of the
GDPR and will need to take steps to comply.

All controllers and processors established in the EU need to review their
policies and procedures and amend them as appropriate to comply with the
GDPR.

All controllers and processors not established in the EU who target data
subjects in the EU, by offering them goods or services, or monitoring their
behaviour, need to review and revise their policies and procedures to
ensure that they are in compliance with the GDPR. They may also need to
appoint a representative within the EU who will act as a point of contact for

supervisory authorities.
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@ Definition of Personal & Sensitive Data

The GDPR broadens the
definition of personal data and
sensitive data.

Personal data now expressly
includes an identification
number, location data, and online
identifier. Sensitive personal

data includes genetic data and
biometric data.

Data concerning criminal
convictions is no longer classified
as sensitive data, but it continues

to benefit from special protection.

Pseudonymisation is a privacy-
enhancing technique where
directly identifying data is

held separately and securely
from processed data to ensure
non-attribution. Although
pseudonymisation can reduce
risks to the data subjects, it is not
alone sufficient to exempt data
from the scope of the GDPR.

Anonymised data is not
considered to be personal data.

WHERE TO FIND THIS
E'Q Articles 4, 9, 10,
Recitals 26 & 30

Changes
m  The GDPR broadens the definition

of personal data and sensitive data.

= The GDPR, like the Directive,

defines “personal data" as “any
information relating to an identified
or identifiable natural person".
However, the GDPR further
provides that “an identification
number", “location data", and
‘online identifier" constitute
personal data. The inclusion of

an online identifier as “personal
data" means that IP addresses and
cookie identifiers should fall within
the scope of the GDPR and be
protected in accordance with the
data protection principles (Article
4(1)).

It is possible however, that in order
for online identifiers, such as IP
addresses and cookie identifiers, to
constitute personal data, a company
must hold additional information
enabling the identification of an
individual. The recitals state: “online
identifiers...such as internet protocol
addresses, cookie identifiers...may
leave traces which, in particular
when combined with unique
identifiers and other information
received by the servers, may be
used to create profiles of the
natural persons and identify

them". Accordingly, it seems that

IP addresses may only constitute
personal data where they can lead
to identification of individuals
(Recital 30).

The GDPR extends the definition

of “special categories of data" (i.e.
sensitive data) to include, in addition
to data relating to racial or ethnic
origin, political opinions, religious

or philosophical beliefs, trade-union
membership, health or sex life,
“genetic data" and “biometric data".

The GDPR provides definitions

of “biometric" and “genetic" data.
Practical examples of “genetic data"
would be biological samples from
an individual, such as chromosomal
or DNA. Whilst “biometric data"
should include fingerprints and
facial recognition etc.

The definition of sensitive data no
longer includes information relating
to criminal convictions, but such
data continues to benefit from
special protection (Article 10).

As with the Directive, sensitive
data is afforded more protection
and requires more stringent
conditions to be satisfied in order
to legitimise its processing (Article
9).

The GDPR introduces a new
concept of “pseudonymisation’,
which is defined as “the processing
of personal data in such a manner
that the personal data can no
longer be attributed to a specific
data subject without the use of
additional information, provided
that such additional information

is kept separately, and is subject
to technical [such as encryption]
and organisational measures to
ensure that the personal data are
not attributed to an identified or
identifiable natural person" (Article
4(5)).

Personal data which have
undergone pseudonymisation,
which could be attributed to

a natural person by the use of
additional information, should be
considered to be information on an
identifiable natural person (Recital
26). However, pseudonymised data
will be afforded certain relaxations
from the requirements of the
GDPR. For example, where data is
pseudonymised and encrypted, a
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company will not be required in the
case of a data breach to inform a
data subject of the breach (Article
32(1)(a) & Article 34(3)(a)).

The recitals state that anonymised
data, namely data which does

not relate to an identified or
identifiable natural person or to
personal data rendered anonymous,
is not considered to be “personal
data" and therefore falls outside
the scope of the GDPR (Recital 26).

Many organisations, particularly those involved in data analytics, behavioural
advertising, and social media will be affected by the express inclusion of
online identifiers in the definition of “personal data".

The potential inclusion of pseudonymisation data within the scope of the
GDPR will also affect organisations that rely on this technique to escape

the application of EU data protection laws, such as hospitals carrying out
clinical research. However, it would be prudent for organisations to apply
pseudonymisation to personal data in order to meet their data protection
obligations (e.g. data protection by design and security obligations) under
the GDPR and, in particular, to reduce their potential liability to data
subjects and/or the imposition of administrative fines. It may also permit
organisations to process data further, for a purpose other than that for which
it was collected, without a data subject's consent, as such processing will be
deemed to be subject to appropriate safeguards (Article 6(4)(e)).

@

Companies engaged in: monitoring of online behaviour, through IP
addresses or cookies; collecting genetic or biometric data; or applying
pseudonymisation to data, should consider whether they are caught by the
extended definition of personal data and sensitive data, and if so, review and
amend their policies and procedures to ensure compliance with the GDPR.
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e Obligations on Processors

The GDPR contains a longer list
of terms that must be included in
data processing contracts.

The GDPR imposes certain direct
statutory obligations on data
processors, meaning they will be

subject to direct enforcement

by supervisory authorities, fines
and compensation claims by data
subjects.

The GDPR limits the liability of
processors to the extent that
they have not complied with their
statutory obligations or have
acted outside the instructions of
the controller.

WHERE TO FIND THIS

H% Article 28-33, 37, 44 &

82-83, Recitals 81-82

Changes

The GDPR imposes direct statutory
obligations on data processors
(e.g. outsourced service providers,
private investigators) (Article 28

& 29). This means processors are
subject to direct enforcement by
supervisory authorities, serious
fines, and direct liability to data
subjects for any damage caused by
breaching the GDPR (Articles 82 &
83).

This is a significant change as
processors currently only have

to comply with the terms of the
processing contract which they
have agreed with the controller.
Despite the existence of such a
contract, controllers currently
remain legally responsible for any
breaches of data protection law
caused by the actions of their data
processors. In addition, supervisory
authorities do not currently have
direct enforcement powers against
processors.

Direct statutory obligations imposed
by the GDPR on processors include
amongst others:

» Not to engage a sub-processor
without the prior written
authorisation of the controller
(Article 28);

» Only process data in accordance
with the instructions of the
controller (Article 29);

» Maintain records of data
processing activities and
make same available to the
supervisory authority on request
(Article 30);

» Co-operate with the supervisory
authority (Article 31);

» Take appropriate security
measures and inform controllers
of any data breaches (Articles 32
& 33);

» In specified circumstances,
designate a data protection
officer (Article 37), and

»  Comply with restrictions
regarding cross-border transfers
(Article 44).

The GDPR imposes more
prescriptive obligations in regard
to the terms of a data processing
contract. The Directive merely
requires processing to be governed
by a written contract (including

in electronic form) and that the
processor shall carry out the
processing solely on the instructions
of the controllers and with
appropiate security measures.

In contrast, the GDPR requires the
following mandatory terms to be
imposed on a data processor:

» To process data only on the
documented instructions from
the controller;

» To ensure that the processor's
staff are committed to
confidentiality;

» To take all appropriate security
and organisational measures;

» To sub-contract only with
the prior permission of the
controller;

» To assist the controller in
complying with the rights of the
data subject;

» To assist the controller in
complying with its data breach
notification obligations;

» To delete or return all personal
data to the controller, if
requested, at the end of the
processing; and
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»  To make available to the
controller all information
necessary to demonstrate
compliance with its processing
obligations and allow audits to
be conducted by the controller
(Article 28(3)).

The GDPR limits the liability of
processors to a certain extent, by
providing that they will only be liable
for damage caused where they have
not complied with processor-specific
obligations in the GDPR or if acting
outside the instructions of the
relevant controller (Article 82(2)).

Where a controller or processor

has paid full compensation for the
damage suffered, that controller or
processor shall be entitled to claim
back from the other controller or
processor involved, that part of the
compensation corresponding to their
responsibility for the damage (Article
82(5)).

The GDPR strikes a more even balance between data controllers and
processors by making them jointly and severally liable according to their
respective responsibility for the harm caused by a breach of data protection
law.

Although the Directive already requires data controllers to enter into written
contracts with data processors, more protracted contractual negotiations
are likely to occur between data controllers and processors going forward,

in order to comply with the increased requirements set out in the GDPR
regarding processing contracts, and to ensure appropriate risk allocation for
data breaches between processors and controllers.

Businesses should carefully review and revise their data processing contracts
to ensure that they meet the requirements of the GDPR and clearly specify
the scope of the processor's responsibility. Any new data processing
contracts should be agreed in accordance with the requirements of the
GDPR.

Mechanisms should be agreed for resolving disputes regarding respective
liabilities to settle compensation claims, as there will inevitably be litigation
on the issue of causation in the context of a data breach, in light of the new
provision allowing for joint liability for data protection breaches.

Processors will also need to review and revise their data breach, security
and record-keeping policies and procedures etc. to meet their new statutory
obligations under the GDPR.
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0 Data Protection Principles & Accountability

The data protection principles
remain largely the same. There are
six general principles including:
fairness; purpose limitation; data
minimisation, accuracy; storage
limitation, and security.

The GDPR introduces a new
concept of accountability,
which requires controllers to be
able to demonstrate how they
comply with the data protection
principles.

Records of processing activities
must be kept by controllers,
and supplied to supervisory
authorities on request, to
demonstrate their compliance
with the GDPR.

WHERE TO FIND THIS

=l ) Article 5, 15, 24 & 30,

Q) Recital 39

Changes

m  The data controller remains

responsible for ensuring compliance
with the data protection principles.
The principles in the GDPR remain
largely the same as those in the
Directive, but contain some new
elements, as highlighted in italics
below (Article 5(1)):

» Lawful, fair and transparent
processing - Personal data
must be processed lawfully,
fairly and in a transparent
manner in relation to the data
subject;

» Purpose limitation - Personal
data must be processed
for specified, explicit and
legitimate purposes, and not
further processed in a manner
incompatible with those
purposes. Further processing
for archiving purposes in the
public interest, scientific or
historical research purposes or
statistical purposes shall not be
considered to be incompatible
with the initial purposes
(subject to the conditions
in Article 89(1), concerning
implementation of appropiate
technical and organisational
measures.

» Data minimisation - Personal
data must be adequate, relevant
and limited to what is necessary
in relation to the purposes for
which it is processed;

» Accuracy - Personal data
must be accurate, and where
necessary kept up to date;
every reasonable step must be
taken to ensure that personal
data that are inaccurate, having
regard to the purposes for

which they are processed, are
erased or rectified without
delay;

» Storage limitation - Personal
data must be kept in a form
which permits identification of
data subjects for no longer than
is necessary for the purposes
for which the personal data are
processed. Personal data may
be stored for longer periods
insofar as the personal data
will be processed solely for
archiving purposes in the public
interest, scientific or historical
research purposes or statistical
purposes (subject to the
implementation of appropriate
technical and organisational
measures in accordance with
Article 89(1));

» Security, integrity and
confidentiality - Personal data
must be processed in a manner
that ensures appropriate
security of the personal data,
including protection against
unauthorised or unlawful
processing and against
accidental loss, destruction
or damage, using appropriate
technical or organisational
measures.

The principle concerning right of
access remains in substance but
no longer in the form of a principle
(Article 15).

The GDPR also introduces a new
concept of accountability, which
requires controllers to be able to
demonstrate how they comply with
the data protection principles (Article
5(2)).

The requirement to demonstrate
compliance runs through the core of
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the GDPR. For example, controllers
must be able to demonstrate that
consent was given (Article 7); that
appropriate technological and
organisational measures are in place
to ensure that processing is conducted
in compliance with the GDPR
(Article 24); that there are compelling
legitimate grounds for the processing
when a data subject objects to such
processing (Article 21).

Controllers can demonstrate
compliance with the GDPR by:

» Implementing a data protection
policy (Article 24(2)) and

» Adhering to approved codes
of conduct or approved
certification mechanisms
(Article 24(3)).

It is mandatory for controllers and
processors to maintain records of
processing activities and to make
them available to the supervisory
authority on request. Only
organisations with less than 250
employees are exempt from this
obligation (unless the processing
carried out is likely to result in a risk
to the rights of data subjects, the
processing is not occasional, or the
processing includes sensitive data or
data relating to criminal convictions)
(Article 30(5)).

Records to be retained by controllers
include (Article 30(1)):

» The name and contact details
of the controller; any joint
controller; the controller's
representative; and the data
protection officer;

» The purposes of such
processing;

» The categories of data subjects;
recipients; and personal data
processed;

»

The time limits for erasure of » A description of the technical

data; and organisational security
Details of non-EEA data measures in place.
transfers and safeguards in m  Processors are required to retain
place; and similar records (Article 30(2)).

Due to the new concept of accountability in the GDPR, businesses will no
longer have to register or notify supervisory authorities of their processing
activities. Instead, data controllers will have to implement appropriate
technical and organisational measures to demonstrate that their data
processing is performed in accordance with the GDPR.

The concept of accountability has been the discussion of supervisory
authorities both in the EU and globally. In 2010, the Article 29 Working
Party issued an Opinion 3/2010 putting forward a proposal for a principle
on accountability with the aim of moving the protection of data from
‘theory to practice’ as well as helping data protection authorities in their
supervision and enforcement tasks. The principle of accountability was also
expressly recognised by the Organisation for Economic Cooperation and
Development’s (OECD) privacy guidelines adopted in 1980.

©@

In order to comply with the new record keeping requirements, businesses
should review their data processing activities, and retain records of the
results and any actions taken to address any gaps. Businesses should be
aware that these records will be required to be made available to supervisory
authorities on request, to demonstrate how they comply with the GDPR.

As the GDPR expressly recognises the implementation of appropriate

data protection policies as a method for controllers to demonstrate their
compliance with the GDPR, businesses should review their data protection
policies, and ensure they set out the full details of their processing activities
to meet the increased information rights of individuals under the GDPR.

Businesses should further consider making binding and enforceable
commitments, via contractual or other legally binding instruments, to adhere
to approved codes of practice or certification mechanisms, as the GDPR also
recognises such adherence as demonstrating compliance.
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Q Lawful Processing Conditions, including Consent,
Legitimate Interests & Further Processing

The grounds for processing data
remain largely the same.

Consent will become more
difficult to rely on to legitimise
processing.

The GDPR blurs the distinction
between consent and explicit
consent, as both require some
form of clear affirmative action.
Silence or pre-ticked boxes will no
longer be sufficient to constitute
consent.

The GDPR permits data subjects
to withdraw their consent at any
time.

There is a higher bar for relying
on "legitimate interests" and an
indication of when it may be used.
Public authorities cannot rely on
"legitimate interests" to legitimise
their processing.

The GDPR contains a non-
exhaustive list of factors to

be taken into account when
determining whether further
processing is compatible with the
purpose for which the data were
collected.

WHERE TO FIND THIS
E'Q Article 4, 6-9,
Recitals 38, 40-50

Changes

Processing Conditions

Like the Directive, the GDPR sets out a list of processing conditions (i.e. legal
basis), for the processing of personal data. One of these conditions must be
satisfied for each processing activity which a business undertakes. Where
sensitive data is processed a separate list of processing conditions applies.

cases, more onerous.

Legal basis for processing

Consent of the data subject

Necessary for the performance of a
contract with the data subject or to
enter into such a contract

Necessary for compliance with a legal
obligation to which the controller is
subject

Necessary to protect the vital
interests of the data subject or
another person

Necessary for the performance of a
task carried out in the public interest
or in the exercise of official authority
vested in the controller

Necessary for the purposes of the
legitimate interests of the controller
or a third party except where

such interests are overridden by
the interests of a data subject, in
particular where the data subject is
a child

The legal basis for processing non-sensitive personal data in the GDPR are, in some

The table below sets the legal basis for the processing of non-sensitive personal data,
and the impact of the GDPR (Article 6).

Impact of GDPR

New limitations on the use of consent to
legitimise processing

No change

Clarifies that the legal obligation must be
laid down by EU or Member State law to
which the controller is subject, and does
not necessarily require a legislative act,
thus common law should suffice

The recitals note that this ground should
be relied upon only where no other legal
basis is available (Recital 46)

Clarifies that the task carried out or
official authority vested in the controller
should have a basis in EU or Member
State law

The requirement to consider the

specific interests of children is new.
Public authorities can no longer rely on
legitimate interests to legitimise data
processing carried out in the discharge of
their functions
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Member States have discretion to
introduce more specific provisions to
adapt the application of the GDPR's
rules with regard to processing for
compliance with a legal obligation;
for performance of a task in the
public interest (e.g. national security
purposes); in the exercise of official
authority; or for other specific
processing situations (Article 6(2)).

The legal basis for processing
sensitive data remain substantially
the same, with some additional
grounds, such as where processing
is necessary for archiving purposes
in the public interest or scientific

or historical research purposes,
provided that additional safeguards
are put in place (Article 9(2)).
Member States may introduce
further limitations with regard to the
processing of genetic data, biometric
data or health data (Article 9(4)).

Consent - An analysis

The GDPR introduces a higher

bar for relying on consent. Like

the Directive, the GDPR refers to
“consent"” and “explicit consent”.
However, the difference between
the two is less clear, as both

now require some form of clear
affirmative action. Thus silence, pre-
ticked boxes or inactivity will not be
sufficient to constitute consent.

The GDPR defines “consent" as
“any freely given, specific, informed
and unambiguous indication of

the data subject's wishes by which
he or she, by a statement or by a
clear affirmative action, signifies
agreement to the processing of
personal data relating to him or her"
(Article 4(11)).

The recitals highlight that such
affirmative action could include

“ticking a box when visiting an
internet website, or choosing
technical settings for information
society services" (Recital 32).

The GDPR contains a list of
conditions for valid consent,
including:

» Consent must be verifiable (i.e.
some form of record must be
kept of how and when consent
was given) (Article 7(1));

»  Where consent is given in
a written declaration which
also concerns other matters
(e.g. a contract), the request
for consent must be clearly
distinguishable from the other
matters (Article 7(2));

» Prior to giving consent, data
subjects must be informed of
their right to withdraw consent
at any time and it must be easy
for them to do so (i.e. allowing
consent to be withdrawn in
the same media in which it was
obtained, such as via a website
or email) (Article 7(3)); and

» When assessing if consent
has been freely given “utmost
account” must be taken of
the fact that the performance
of a contract is conditional
on consent to the processing
of personal data that is not
necessary for the performance
of that contract (i.e. such
consent is unlikely to be
considered to be freely given)
(Article 7(4)).

The recitals to the GDPR highlight
that a declaration of consent pre-
formulated by the controller should
not contain unfair terms. Consent
will not be regarded as freely given
if the data subject has no genuine

or free choice or cannot refuse or
withdraw consent without detriment
(Recital 42).

The GDPR continues to require
‘explicit" consent for the processing
of sensitive data, but does not
specify what action constitutes
“explicit" consent (Article 9(2) (a)).

The GDPR also includes more
stringent conditions for information
society services (e.g. online
businesses) to rely on consent to
process children's data (Article 8). It
requires such service providers to
obtain, and make reasonable efforts
to verify parental consent to the
processing of a child's data, where
the child is below the age of 16 years
old. Member States may provide by
law for a lower age, so long as that
age is not below 13 years old. The
introduction of this age limit will not
affect the general contract law of
Member States such as the rules on
the validity, formation or effect of a
contract in relation to a child (Article
8(3)).

Legitimate Interests - An analysis

m  Where legitimate interests are relied

on as a legal basis for processing
(non-sensitive) data, the data subject,
at the time when personal data is
obtained, must be informed of the
legitimate interests pursued by the
controller or by a third party (Article
13(1)(d) & Article 14(2)(b)).

The recitals note that “the existence
of a legitimate interest would need
careful assessment including whether
a data subject can reasonably expect
at the time and in the context of the
collection of the personal data that
processing for that purpose may take
place" (Recital 47).
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m  The recitals highlight that processing » The nature of the personal data, »  The existence of appropriate
of personal data could be necessary in particular whether sensitive safeguards, including encryption
for the legitimate interest of a or criminal data are processed; or pseudonymisation.

controller where it is necessary: »  The possible consequences of

»  For the purposes of preventing the further processing for data
fraud (Recital 47); subjects;

» For direct marketing purposes
(Recital 47);

»  For the transmission of
personal data within a group
of undertakings for internal
administrative purposes,
including the processing of
client and employee data

Businesses will have to explain the legal basis for processing personal data in
their privacy notices and when they respond to a data access request.

(Recital 48); The difference between what constitutes consent and explicit consent is not
» For the purposes of ensuring clear and we await further guidance on this issue. However, it is evident that
security (Recital 49); or there will need to be a positive indication of consent to personal data being

processed. Consent cannot be inferred from silence, pre-ticked boxes or

»  For reporting possible criminal S ens ’ )
inactivity. As the GDPR requires businesses to be able to demonstrate that

acts or threats to a competent

authority (Recital 50). con'sent has been given, procedures nTus'F t?e in place for recording cons.ent.
Businesses should also be aware that individuals shall have a stronger right
m  The GDPR contains a new provision to have their data deleted where consent is relied on as a legal basis for
allowing data transfers out of the processing.

EEA on the basis that it is necessary
for the legitimate interests of

the controller, subject to certain
conditions (Article 49(1)).

©

®  The GDPR contains a non- Businesses should review the types of data processing they are carrying out,
exhaustive list of the factors to and be clear about their legal basis for carrying it out, and document it.

Further Processing - An analysis

be taken into account to ascertain
whether further processing (which
is not based on consent or an EU
or Member State law) is compatible
with the purpose for which the
personal data was initially collected

(Article 6(4)), including: If personal data that is not necessary for the performance of the contract is
»  Any link between the original processed on the basis of explicit consent (e.g. profiling) it would be prudent
to ensure that privacy notices clearly identify this and allow the data subject
to easily refuse to provide consent.

Businesses should review how they are obtaining and recording consent and
whether any changes are needed. If consent is given it should be capable of
being easily withdrawn. In particular, businesses offering online services to
children should consider how to obtain parental consent and verification of

such consent. Records of actual consent given should be maintained.

purpose and the further
processing purpose;

» The context in which the If relying on legitimate interests to justify data processing, a record of the
personal data was collected, assessment made in relation to the balance of interests of the controller
in particular the relationship or third party and the rights of data subjects should be documented, and

between the data subjects and included in the privacy notice supplied to data subjects.
the controller;
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@ Privacy Notices

The GDPR provides a list of
specific, additional, information
that must be provided to data

subjects to ensure all processing
activities are transparent.

This list includes, in particular,

the legal basis for the processing
and the data retention period or
criteria used to determine same.

Changes

The GDPR sets out the minimum
information that must be supplied to
data subjects in order to comply with
the principle of fair and transparent
processing.

The controller must take steps to
provide information to a data subject
in “a concise, transparent, intelligible
and easily accessible form, using clear
and plain language" (Article 12(1)).
The information may be provided in
combination with standardised icons
in order to give, in an easily visible
manner, a meaningful overview of the
intended processing (Article 12(7)).

When personal data is obtained directly
from the data subject the following
information must be supplied by the
controller, at the time when personal
data are obtained. The words in italics
indicate the new requirements under
the GDPR (Article 13):
»  The identity and contact details of
the controller or its representative;
»  The contact details of the
data protection officer, where
applicable;

WHERE TO FIND THIS
E‘Q Article 12-14,
Recitals 58-62

The purpose of the processing and
the legal basis for the processing;
The legitimate interests of the
controller or a third party and an
explanation of those interests (where
processing is based on this ground);
The recipients or categories of
recipients of the personal data;
Details of any transfers out of the
EEA, safeguards in place and the
means by which to obtain a copy of
them;

The data retention period or criteria
used to determine same;

The individual's rights, including the
right of access to data; rectification
and erasure; restriction of the
processing; objection to processing
and to data portability;

Where the processing is based on
consent, the right to withdraw it at
any time;

The right to complain to the
supervisory authority;

»  Details of automated decision-
making, including profiling and logic
involved, as well as the significance
and consequences of such
processing for the data subject, and

»  Whether the provision of personal
data is a statutory or contractual
requirement or obligation, and the
consequences of failure to provide
such data.

Where the controller does not obtain
the data directly it must, within one
month, provide the data subject with
similar information to that listed above,
and in addition, the categories of data
processed; from which source the data
originated; and, if applicable, whether it
came from publicly accessible sources
(Article 14).

Where the controller intends to further
process the data other than for the
purpose for which it was collected, the
controller must inform the data subject,
prior to the further processing, of that
other purpose (Article 13(3) & 14(4)).

Businesses will need to provide individuals with more detailed information
in their privacy notices concerning how they process personal data. All
processing activities will need to be transparent. Businesses may find

it challenging deciding which processing grounds they will rely on to
legitimise the processing of personal and sensitive data, and the applicable
retention periods. It is likely that a large amount of preparatory work will
be required to establish this information before it can be translated into

privacy notices.

All privacy notices and/or policies will need to be reviewed and revised
to comply with the additional information requirements and ensure that

processing is fair and transparent.
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€) Subject Access Requests

The GDPR requires the

provision of specific, additional,
information to data subjects
when responding to access
requests.

The time period for dealing with
requests has been reduced from
40 days to 1 month.

A data subject access request
can only be refused where it is
“manifestly unfounded or excessive,
in particular because of its
repetitive character."

WHERE TO FIND THIS

E’Q Article 12, 15 & 23,

Recital 63

Changes

m  The GDPR increases the amount

of information to be given by a
controller to a data subject when
providing access.

Extent of Right of Access

Individuals have a right to request
access to a copy of their personal
data. When providing such access,
controllers must also provide the
information listed below. The

words in italics indicate the new
information to be supplied under the
GDPR (Article 15(1)):

» The purposes of the processing;
» The categories of personal data;

» The recipients or categories of
recipients;

»  The data retention period or
criteria used to determine that
period;

»  The individual's rights including:
the right to rectification,
erasure; restriction or objection
to the processing;

»  The right to complain to the
supervisory authority;

» The source of the information if
not collected directly from the
data subject;

» Details of any automated
processing, including profiling;
the logic involved, and the
significance and envisaged
consequences of the processing
for the data subject; and

»  Where data are transferred out

of the EEA, the appropriate
safeguards (Article 15(2)).

Where a controller processes
a large quantity of information

concerning the data subject, the
controller should be able to request
that, before the information is
delivered the data subject specify
the information to which the request
relates (Recital 63).

Exemptions

A data subject access request may
be refused only where the request is
“manifestly unfounded or excessive,
in particular because it's repetitive
character! The controller will bear
the burden of demonstrating the
manifestly unfounded or excessive
character of the request (Article
12(5)).

However, the GDPR gives Member
States discretion to restrict, by way
of legislative measure, the scope of
individuals' rights, including the right
of access, where such restriction

is necessary and proportionate to
safeguard:

» National security;
» Defence;
» Public security;

» Prevention, investigation
or prosecution of criminal
offences;

» Public interest objectives of EU
or Member State law;

»  Protection of judicial
proceedings;

» Prevention, investigation or
prosecution of breaches of
ethics;

» Regulatory function connected
with the exercise of official
authority;

» The protection of the data
subject; or

» The enforcement of civil law
claims (Article 23).
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m  The right of access should not
adversely affect the rights of others
(Article 15 (4)). This might cover
the protection of trade secrets or
intellectual property (Recital 63).

Time Limits, Fees & Format of
Response

m  The time period for dealing with
requests has been reduced from 40
days to one month. The one month
period may be extended by two
further months where requests are
complex or numerous. The controller
must inform the data subject of any
such extension within one month of
receipt of the request, together with
the reasons for the delay (Article
12(3)).

= The ability to charge a fee has

also been removed. However, the
controller may charge a reasonable
fee for any further copies requested
by the data subject, or where access
requests are manifestly unfounded
or excessive, taking into account the
administrative costs of providing the
information (Article 15(3) and 12(5)).

m  Where a controller refuses to
respond to a request, he/she must
explain why, informing the data
subject of their right to complain to
the supervisory authority and to a
judicial remedy without undue delay
and at the latest within one month
(Article 12(4)).

®  The information must be provided in
writing or by other means, including
electronic means, when requested
by the data subject (Article 12(1) &
Article 15(3)).

The information may also be
provided orally, when requested by
the data subject, provided that the
identity of the data subject is proven
by other means (Article 12(1)).

The Recitals suggest that, where
possible, a controller should provide
remote access to a secure self-
service system which would provide
the data subject with direct access to
his or her personal data (Recital 63).

Businesses should be aware that there will likely be an increase in access
requests, and there may be a need for increased administrative resources
to deal with same. Businesses will be obliged to respond to access requests
within one month unless they are “manifestly unfounded or excessive" or a
national legislative measure allows access to be refused.

It remains to be seen whether the motive for the access request can be
taken into consideration by a controller when responding to requests. Like

the Directive, the recitals to the GDPR suggest that the purpose of the

right of access is “in order to be aware of, and verify, the lawfulness of the
processing" of personal data relating to him/her (Recital 63). The Irish Data
Protection Acts 1988 and 2003 have been interpreted by the Irish courts as
not permitting controllers to take motive into consideration when responding
to access requests. This means that access requests can be used by data
subjects as a litigation tool (Dublin Bus v the Data Protection Commissioner
[2012] IEHC 339). In contrast, the English courts have interpreted the UK
Data Protection Act 1998 as not permitting access requests to be used

for the collateral purpose of furthering litigation (Dawson-Damer v Taylor
Wessing (2015) EWHC 2366 (Ch)).

@

Procedures for handling data access requests will need to be reviewed
and updated to provide the additional information which data subjects are
entitled, and the more limited time period to respond.
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Right to Rectification, Erasure, Restriction,
Data Portability, Objection & Profiling

The GDPR provides data subjects
with new rights, including a right
to data portability, and a right
not to be subject to a decision
based on automated processing,
including profiling, in certain

circumstances.

It gives data subjects more
control by enabling them to
object to processing which is
based on the legitimate interests
of the controller or a third party
(including profiling based on that
ground).

WHERE TO FIND THIS
E'Q Articles 4 (4), 12, 16-22,
Recitals 65-68, 71 & 72

Changes
(i) Right to Rectification

Individuals have a right, similar

to that under the Directive, to

have personal data rectified if it is
inaccurate or incomplete (Article 16).

Where a data subject has requested
the rectification of his/her personal
data, the controller must inform
recipients to whom that data

have been disclosed, unless this
proves impossible or involves
disproportionate effort. The
controller must also inform the data
subject about the recipients to whom
the data has been disclosed, if he/
she requests it (Article 19).

A controller must provide
information on action taken on

a request for rectification to the
data subject without undue delay,
and at the latest within one month
of receipt of the request. This

period may be extended by two
further months where requests are
numerous or complex (Article 12(3)).

(ii) Right to Erasure

Data subjects have the right to
erasure, also known as 'the right to
be forgotten' Under the Directive,
data subjects have a right to seek
erasure of their data only where

it is being processed other than in
compliance with the data protection
principles, in particular because of
the incomplete or inaccurate nature
of the data.

The GDPR provides individuals with
a broader right to have their data
erased. Individuals will have a right to
erasure, without undue delay, of their
personal data in six scenarios:

»  Where the personal data is no
longer necessary in relation to
the purposes for which it was
collected;

»  When the data subject
withdraws his/her consent and
there is no other legal ground
for the processing;

» When the data subject objects
to the processing and there
are no overriding legitimate
grounds for the processing;

» The personal data have been
unlawfully processed;

» The personal data have to be
erased to comply with an EU or
Member State legal obligation;
or

» The personal data have been
collected in relation to the offer
of information society services
to a child (Article 17(1)).

Where the controller has made the
personal data public, it must take
“reasonable steps" to inform third
party controllers who are processing
it to erase any links to, copies or
replications of the personal data

in question. Such “reasonable
steps" must take into account
available technology and the cost of
implementation (Recital 66 & Article
17(2)).

A request for erasure of personal
data can be refused where
processing is necessary:

»  For exercising the right to
freedom of expression and
information;

» For compliance with an EU or
Member State legal obligation;
or for performance of a public
interest task or exercise of
official authority;
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»  For public health reasons;

»  For archiving interests in the
public interest, scientific or
historical research purposes
or statistical purposes (insofar
as the right to erasure is likely
to render impossible or impair
the achievement of those
objectives); or

»  For the exercise or defence of
legal claims (Article 17(3)).

Where a data subject has requested
the erasure of his/her personal
data, the controller must inform
recipients to whom that data

have been disclosed, unless this
proves impossible or involves
disproportionate effort. The
controller must also inform the data
subject about those recipients if he/
she requests it (Article 19).

A controller must provide
information on action taken on

a request for erasure to the data
subject without undue delay, and

at the latest within one month

of receipt of the request. This

period may be extended by two
further months where requests are
numerous or complex (Article 12(3)).

(iii) Right to Restriction of
processing

The GDPR introduces a new right to
restriction of processing. This right
replaces the right to blocking in the
Directive. In certain circumstances it
is an alternative to requiring the data
to be erased.

When processing is restricted, a
controller is permitted to store
the personal data, but not further
process it (Article 18(2)).

A data subject's right to restrict
processing arises in four scenarios:

»  Where the data subject
contests the accuracy of the
data, the processing should be
restricted for a period enabling
the controller to verify its
accuracy;

»  Where the processing is
unlawful and the data subject
opposes erasure and requests
restriction instead;

»  Where the controller no longer
needs the personal data, but
the data subject requires the
data to exercise or defend a
legal claim; or

»  Where the data subject has
objected to the processing, it
should be restricted pending
verification of whether the
legitimate interests of the
controller override those of the
data subject (Article 18(1)).

Methods by which to restrict the
processing of personal data include,
inter alia, temporarily moving the
selected data to another processing
system, making the selected data
unavailable to other users, or
temporarily removing the published
data from a website. In automated
filing systems, the restriction of
processing should, in principle, be
ensured by technical means in such a
manner that the data are not subject
to further processing operations and
cannot be changed. The fact that
the processing of personal data is
restricted should be clearly indicated
in the system (Recital 67).

When a data subject exercises his/
her right to restrict processing, the
controller can only continue to
process the data if:

» The data subject consents;

»  The processing is necessary for
the exercise or defence of legal
claims;

» The processing is necessary
for the protection of the rights
of other individuals or legal
persons; or

»  The processing is necessary for
public interest reasons (under
EU or Member State law)
(Article 18(2)).

Where a data subject has requested
the restriction of the processing

of his/her personal data, the
controller has an obligation to
inform recipients to whom that
data have been disclosed, unless
this proves impossible or involves
disproportionate effort. The
controller must also inform the data
subject about those recipients if he/
she requests it (Article 19).

The controller must notify the data
subject before lifting a restriction
(Article 18(3)).

A controller must provide
information on action taken on a
request for restriction of processing
to the data subject without undue
delay, and at the latest within one
month of receipt of the request.
This period may be extended by two
further months where requests are
numerous or complex (Article 12(3)).

(iv) Data Portability

m  The new right to data portability

enables individuals to obtain their
data, and have their data transmitted
to another controller without
hindrance, where technically feasible.
The right only applies to personal
data an individual has provided to a
controller. It does not extend to data
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generated by the controller (Article
20(1) & (2)).

The right to data portability only
applies where:

» The processing is based on the
data subject's consent or for the
performance of a contract; and

» The processing is carried out by
automated means (Recital 68 &
Article 20(1)).

The right to data portability will not
apply to processing necessary for the
performance of a task carried out in
the public interest, or in the exercise
of official authority vested in the
controller (Article 20(3)).

A controller must provide
information on action taken on a
request for data portability to the
data subject without undue delay,
and at the latest within one month
of receipt of the request. This

period may be extended by two
further months where requests are
numerous or complex (Article 12(3)).

(v) Right to object to processing

The GDPR broadens the current
rights of data subjects to object to
processing of their data. Under the
Directive, data subjects have the
right to object to the processing
of data only where it causes
unwarranted substantial damage
or distress or it is used for direct
marketing purposes.

The GDPR does not provide a
general right for a data subject to
object to processing. Data subjects
have a right to object to:

» Processing based on public
interest or legitimate interest
grounds (including profiling
based on those grounds);

»  Direct marketing (including
profiling to the extent that it is

related to such marketing); and

» Processing for scientific,
historical research or
statistical purposes (unless the
processing is necessary for the
performance of a public interest
task) (Article 21).

When a data subject objects to such
processing, the controller must stop
processing the personal data, unless
the controller demonstrates:

» Compelling legitimate grounds
for the processing which
override the rights of the data
subject; or

» The processing is necessary
for the defence of legal claims
(Article 21(1)).

There are no grounds to refuse

to comply with a data subject's
objection to processing for direct
marketing purposes (Article 21(3)).

The right to object must be explicitly
brought to the attention of the data
subject, at the latest at the time of
first communication with him/her,
and must be presented clearly and
separately from other information
(Article 21(4)).

A controller must provide
information to the data subject on
action taken on an objection to
processing without undue delay,
and at the latest within one month
of receipt of the request. This

period may be extended by two
further months where requests are
numerous or complex (Article 12(3)).

(vi) Profiling

The GDPR provides a new right for
data subjects not to be subject to a
decision based solely on automated
processing, including profiling, which
produces a legal effect or other
similarly significant effect on him/her
(Article 22(1)).

The GDPR contains a new, broad,
definition of profiling which is
defined as “any form of automated
processing of personal data
consisting of the use of personal
data to evaluate certain personal
aspects relating to a natural person,
in particular to analyse or predict
aspects concerning that natural
person's performance at work,
economic situation, health, personal
preferences, interests, reliability or
behaviour, location or movements”
(Article 4(4)).

The restriction on profiling does not
apply if the decision is:

» Necessary for the performance
of a contract between the data
subject and controller;

» Authorised by EU or Member
State law (e.g. for the purposes
of fraud or tax evasion); or

» Based on the explicit consent of
the data subject (Article 22(2)).

Where profiling occurs (on the
basis that it is necessary for the
performance of a contract or with
the explicit consent of the data
subject), the data subject must be
given “at least the right" to express
his/her point of view and to contest
the decision (Article 22(3)).

There is a restriction on profiling
using sensitive data, unless the data
subject has given explicit consent
or it is necessary for public interest
reasons (Article 22(4)).

Controllers must inform data
subjects at the time data is
obtained, of the existence of
profiling, and the logic (i.e.

purpose) involved, as well as the
significance and consequences of
such processing for the data subject
(Article 13(2) & 15(1)(h)).
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When processing personal data for
profiling purposes, a controller must
ensure that appropriate safeguards
are in place (Recitals 71 & 72).

A controller must provide
information on action taken on a
data subject's request not to be
subject to a decision based on
profiling without undue delay, and
at the latest within one month

of receipt of the request. This
period may be extended by two
further months where requests are
numerous or complex (Article 12(3)).

The GDPR provides individuals with increased rights, and more transparency,
particularly in regard to profiling. It also gives data subjects more control by,
for example, allowing them to object to profiling which is based on legitimate
interest grounds or used for direct marketing purposes, and to have their
profile erased, where there are no overriding legitimate grounds for the
processing.

Companies should review and revise their privacy notices/policies and
procedures in order to meet the new rights of individuals, and ensure
that staff know how to respond to requests for rectification; erasure;
data portability; restriction of processing requests or objections to the
processing. In particular, companies will need to ensure appropriate

IT systems are in place to deal with the right to erasure, restriction of
processing and data portability.

Companies will also need to review all profiling activities and ensure
appropiate mechanisms are in place to obtain data subjects' consent to
such activities.

In addition, companies will have to ensure that staff are aware of their
obligation to notify third party recipients of data requests for rectification,
erasure or restriction of processing, and also the data subject about those
recipients if he/she requests it. This notification obligation is likely to be
difficult to meet where the data have been made public.
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° Data Privacy by Design, by Default and
Privacy Impact Assessments (PIAs)

The GDPR aims to establish a

culture of privacy by design and
default by requiring data privacy
to be embedded into a business.

PlAs are a useful tool to help
businesses to identify and
address non-compliance risks. A

PIA will be compulsory where the

proposed processing activities
are likely to result in a “high risk"
to data subjects, taking into
account their nature, scope, and
context.

WHERE TO FIND THIS
E’Q Article 25, 35 & 36,
Recitals 78, 84, 89-96

Changes

Data Protection by Design & By
default

The GDPR introduces the concepts
of privacy by design and by default,
with the aim of organisations
embedding data privacy into their
operational processes and ensuring
that data protection is no longer an
after-thought (Article 25).

'Privacy by design'requires data
controllers to implement appropriate
technical and organisational measures,
such as pseudonymisation, which

are designed to implement the data
protection principles (such as data
minimisation), in an effective manner.

When deciding what technical

and organisational measures are
appropriate, businesses are required
to take into account:

» The state of the art;

» The cost of implementation;

» The nature, scope, context and
purposes of the processing; and

» The risks of the processing to

individuals' rights (Article 25(1)).

'Privacy by default' requires
controllers to implement appropriate
technical and organisational
measures to ensure that, by default,
personal data are processed only for
the specific purpose for which they
have been obtained, and are not
made available or accessible to an
indefinite number of individuals.

The privacy by default obligation
applies to:

» The amount of personal data
collected;

» The extent of their processing;

» The retention period; and

»  Accessibility (Article 25(2)).

An approved certification mechanism
may be used to demonstrate
compliance with the requirements

of privacy by design and by default
(Article 25(3)).

The recitals highlight that when
developing, designing, selecting
and using applications, services
and products that are based on

the processing of personal data,
producers should be encouraged to
take into account the right to data
protection and, with due regard

to state of the art, make sure that
controllers and processors are

able to fulfil their data protection
obligations. The principles of

data protection by design and
default should also be taken into
consideration in the context of public
tenders (Recital 78).

Privacy Impact Assessments (PIAs)

PlAs assist businesses to identify
data privacy problems at an early
stage, and address those problems in
order to comply with data protection
laws.

PlAs are compulsory under the
GDPR, where the proposed
processing activities are likely to
result in a “high risk" to the rights of
individuals, taking into account the
nature, scope, context and purposes
of the processing (Article 35(1)). The
precise meaning of “high risk" has
not been defined and will be open to
interpretation.

Processing that is likely to result in a
“high risk” includes, but is not limited
to:

» Systematic and extensive
evaluation of individuals
(including profiling);

» Large scale processing of
sensitive data or data relating to
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criminal convictions; or m  Where appropriate, as part of the m  Prior consultation with the

PIA, the controller should seek supervisory authority is required
the views of data subjects or their where a PIA indicates that the
representatives on the intended processing would result in a “high
processing (Article 35(9)). risk" to individuals' rights in the
absence of any measures taken by
the controller to mitigate that risk
(Article 36(1)).

»  Systematic monitoring of a
publicly accessible area on a
large scale (Article 35(3)).

m  The GDPR requires a data controller
to seek the advice of the data m  The PIA should be reviewed, at a
protection officer, where designated, minimum, when there is a change of
when carrying out a PIA (Article the risk in the processing operations
35(2)). (Article 35(11)).

m  The supervisory authority is obliged
to make a public list of the type
of processing activities which are,
and which are not, subject to the
requirement for a PIA, and must
communicate those lists to the
European Data Protection Advisory
Board (EDPB) (which will replace the
Article 29 Working Party) (Article
35(4) & (5)).

The GDPR aims to establish a new culture of privacy by design and by
default, by requiring data privacy to be embedded into a business. The
privacy by design and by default approach will help businesses to comply
with their obligations under the GDPR, as it will ensure that privacy and

data protection are considered in the initial stages of a project, and also

throughout its lifecycle.

m  The GDPR sets out the minimum
information which a PIA should
contain, including:

PlAs will similarly ensure privacy and data protection issues are addressed
at the outset. They will, however, present an extra administrative burden for
businesses, both in regard to time and costs. There may also be a difficulty
in deciding whether a PIA is necessary or appropriate given the lack of a
definition of “high risk" activities. However, it is hoped that the national
supervisory authorities will clarify this issue.

» A description of the proposed
processing activities; their
purpose, and the legitimate
interests pursued by the
controller;

» An assessment of the necessity
and proportionality of the
processing activities in relation
to the purpose;

@

Going forward, businesses will have to consider their data privacy obligations
when designing and developing new products and services, and throughout

» An assessment of the risks to
the rights of data subjects; and

their life-cycle.

» An assessment of the risks,

safeguards and security
measures proposed to be taken
to protect personal data and to
demonstrate compliance with
the GDPR (Article 35(7)).

Businesses will need to assess whether their data processing activities are
likely to result in “high risk" to individuals, and if so, ensure that a PIA is
carried out and addresses the specific factors listed in the GDPR. Businesses
should consider preparing a template PIA which can be completed each time
it embarks upon a new data processing project.
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@ Data Protection Officers (DPOs)

DPOs must be appointed if you
are a public body; your primary
activities involve large-scale
processing of sensitive data

or data relating to criminal
convictions, or systematic
monitoring of data subjects.

A DPO can be an employee

or a contractor, but should
have expert knowledge of data
protection law.

Changes

The GDPR introduces a mandatory
obligation for controllers and
processors to appoint a DPO in
specified circumstances, including:

» If you are a public body; or

» If your core activities require
regular and systematic
monitoring of data subjects on a
large scale; or

» If your core activities involve
large scale processing of
sensitive data and data relating
to criminal convictions (Article
37(1)).

The recitals highlight that in the
private sector, the “core activities”
of a controller relate to its primary
activities and do not relate to the
processing of personal data as
ancillary activities (Recital 97).

= WHERE TO FIND THIS
Q) Article 37-39, Recital 97

Member States retain a discretion to
require the appointment of DPOs in
other circumstances (Article 37(4)).

Group companies can appoint

a single DPO, provided that the
DPO “is easily accessible from each
establishment" (Article 37(2)).

DPOs do not need to be legally
qualified. A DPO can be either an
employee of the organisation or a
contractor, but should have “expert
knowledge of data protection law"
(Article 37(5) & (6)).

The GDPR sets out the minimum
tasks of a DPO:

» Inform and advise their
colleagues of their data
protection obligations;

»  Monitor compliance with the
GDPR and the organisation's
data protection policies;

» Provide advice regarding PlAs;

» Co-operate with the relevant
supervisory authority, and

» Act as a contact point for the
supervisory authority on data
processing issues (Article 39(1)).

Organisations are required to provide
DPOs with the necessary resources
to complete their tasks and for their
ongoing training (Article 38(2)).

The DPO must not receive any
instructions regarding the exercise
of his/her tasks; nor be dismissed or
penalised for the exercise of those
tasks, and must report directly to the
highest level of management (Article
38(3)).

Under the GDPR, all public authorities will have to appoint a DPO. Private
sector companies will only have to appoint a DPO: where their primary
processing activities involve large-scale systematic monitoring of data
subjects (e.g. companies carrying out online behavioural tracking or profiling

activities as their core business); or involve large scale processing of sensitive
data or data relating to criminal convictions (e.g. cloud companies, who store
medical records or other sensitive data, as their core business).

Whilst the GDPR sets out the statutory duties of DPOs, it does not provide
that DPOs can be held personally liable for a failure to perform their
obligations, and any consequential breach of the GDPR by the controller or

processor.

©

Companies should consider now whether they will need to appoint a DPO,
and if so, plan how best to recruit, train and resource the position.
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@ Data Breach Reporting & Security

supervisory authority to verify
the controller's compliance with
its breach notification obligations
(Article 33(5)).

Changes

Data Breach Reporting

m  The GDPR introduces a new

Controllers will have a mandatory
obligation to report data
breaches to their supervisory
authority within 72 hours, unless
the breach is unlikely to result

in a risk to the rights of data
subjects.

Controllers will also have to
notify data subjects where the
breach is likely to result in a “high
risk" to affected data subjects.

Processors are only obliged
to report data breaches to
controllers.

Controllers must keep an internal
record of all data breaches.

WHERE TO FIND THIS
E]Q Article 32-34, Recital 76,
85,87 & 88

mandatory obligation requiring
controllers to notify data breaches
to the relevant supervisory authority
“without undue delay, and where
feasible, not later than 72 hours
after having become aware of it".

If notification is not made after 72
hours, a reasoned justification for the
delay must be provided. However,

it is not necessary to notify the
supervisory authority where “the
personal data breach is unlikely

to result in a risk to the rights and
freedoms of natural persons" (Article
33(1)).

The GDPR defines a “personal data
breach" as “a breach of security
leading to the accidental or unlawful
destruction, loss, alteration,
unauthorised disclosure of, or access
to, personal data transmitted, stored
or otherwise processed" (Article
4(12)).

The current law contains no

legal obligation (other than in the
telecommunications sector) to
notify the relevant supervisory
authority or affected data subjects
of personal data breaches. The Irish
Data Protection Commissioner (DPC)
has, however, issued a non-binding
code of practice, providing that data
breaches should be notified to the
DPC's Office.

The GDPR prescribes the content of
the data breach notification to the
supervisory authority (Article 33(3)).

The controller must also keep

a record of any data breaches,
including its effects and the remedial
action taken. This will enable the

Controllers must also notify data
breaches to data subjects where the
breach is likely to result in a “high
risk" to the data subject (Article
34(1)).

Notification to data subjects “‘will not
be required" where:

»  The controller has implemented
appropriate technical and
organisational measures that
render the personal data
unintelligible to anyone not
authorised to access it, such as
encryption; or

»  The controller has taken
subsequent measures which
ensure that the high risk to
data subjects is not likely to
materialise; or

» It would involve
disproportionate effort, in
which case there should be a
public communication instead
(Article 34(3)).

A processor is obliged to inform the
controller of a data breach without
undue delay, but has no other
notification obligation (Article 33(2)).

Security Obligations

m  The GDPR contains enhanced

security measures.

Controllers and processors are
required to implement “appropriate
technical and organisational
measures"to ensure a level of
security appropriate to the risks that
are presented by the processing.
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In particular the controller or
processor should consider the

risks presented by accidental or
unlawful destruction, loss, alteration,
unauthorised disclosure of, or access
to personal data transmitted, stored
or otherwise processed) (Article
32(1) & (2)).

“Appropriate technical and
organisational measures" are
described as including (Article 32(1)
(@)-(d)):

» Pseudonymisation and
encryption of data;

»  The ability to ensure ongoing
confidentiality, integrity,
availability and resilience
of processing systems and
services;

» The ability to restore the
availability and access to
personal data in a timely
manner in the event of a
physical or technical incident;

» A process for regularly testing,
accessing and evaluating the
effectiveness of technical and
organisational measures for
ensuring the security of the
processing.

The GDPR distinguishes
“anonymous" data, (namely, data
rendered anonymous in such

a manner that the individual

is not identifiable), from
“pseudonymisation”, which is

data from which the identity of an
individual is removed but it can be
recovered (e.g. from a numerical
identifier) (Recital 26 and Article 4(5)
respectively).

Adherence to an approved code of
conduct or an approved certification
mechanism may be used to
demonstrate compliance with the
security obligations.

Controllers and processors are
obliged to take steps to ensure

that any individuals acting under
their authority, who have access

to data, do not process it except
on instructions from the controller,
unless he/she is required to do so
by EU or Member State law (Article
32(4)).

It is anticipated that the mandatory requirement to report data breaches to
supervisory authorities, and in some cases to data subjects, will contribute
to an increase in data breach administration and potentially an increase in
litigation for non-compliance. The requirement to notify within 72 hours
brings with it a significant burden on companies in these circumstances.

Companies should carry out a review of their security measures to ensure
they are robust enough to meet the requirements of the GDPR. Data should
be rendered unintelligible in case of unauthorised access where possible. As
the GDPR approves the use of pseudonymisation as a valid security measure
(Article 32(1)(a)), and as a process in implementing data protection by design
(Article 25(1)), it would be prudent for companies to consider applying
pseudonymisation as a security measure, where personal data cannot be

anonymised.

It is vital for companies to review and revise their data breach response plan
to ensure they can manage, contain and respond to breaches quickly, and
notify the relevant supervisory authority within 72 hours. To avoid confusion,
the response plan should set out the key personnel responsible for dealing
with the breach and informing the supervisory authority. Data processing
agreements should be reviewed to ensure they include a requirement for the
processor to immediately inform the controller of any data breaches.
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@® International Data Transfers

Data transfers to countries
outside the EEA continue to be
prohibited unless that country
ensures an adequate level of
protection.

The GDPR retains existing
transfer mechanisms, and
provides for additional
mechanisms, including

approved codes of conduct and
certification schemes.

International data transfers
are likely to continue to

be a challenging issue for
multinational companies.

The GDPR prohibits any non-
EEA court, tribunal or regulator
from ordering the disclosure of
personal data unless it requests
such disclosure under an
international agreement, such as
a mutual legal assistance treaty.

Changes

m  The GDPR largely leaves the position
regarding international transfers of
data unchanged. Like the Directive,
the GDPR prohibits the transfer
of data to a third country (i.e. a
country outside the EEA) unless that
country ensures an adequate level of
protection (Article 44).

m  Adequacy Decisions - The Commission
retains the ability to decide that a third
country or a specified sector within that
country or international organisation

WHERE TO FIND THIS
E'Q Articles 44-49, Recitals
108-110 & 114

ensures an adequate level of protection.
Transfers of data to such countries will
not require specific authorisation (e.g.
data transferred from the EEA to the US
via the Privacy Shield) (Article 45).

Appropriate Safeguards - The GDPR,
like the Directive permits transfers

to third countries where ‘appropriate
safeguards” are in place, such as BCRs
or Model Clauses. The GDPR includes
two additional mechanisms which
suffice as ‘appropriate safeguards”,
including: reliance on an approved
code of conduct or on an approved
certification mechanism, provided that
the controller or processor in the third
country commits to comply with the
safeguards in the code or certification
(Article 46).

Derogations - In addition, the GDPR,
like the Directive, permits transfers to
third countries in specified situations,
including where: the data subject has
explicitly consented to the transfer;
the transfer is necessary for the
performance of a contract; for public

interest reasons; the defence of legal
claims; or the vital interests of the
data subject. The requirement for
“‘explicit” consent to the transfer is
new (Article 49). Where none of the
other safeguards or derogations apply,
the GDPR permits a transfer to a

third country if: it is necessary for the
compelling legitimate interests of the
controller; is not repetitive; concerns
only a limited number of data subjects;
and the controller has provided
suitable safeguards. The controller
must inform the supervisory authority
of the transfer (Article 49(1)(g)).

Transfers or disclosures not
authorised by EU law - There is a
specific provision providing that any
judgment of a third country requiring
a controller or processor to transfer
or disclose personal data may only be
recognised and enforceable if based on
an international agreement, such as a
mutual legal assistance treaty, in force
between the requesting third country
and the EU or Member State (Article
48).

The GDPR retains the existing transfer mechanisms, but provides additional
mechanismes, in particular, approved codes of conduct and certification

schemes.

Companies should review their data flows and ensure that they have
appropriate international data transfer mechanisms in place. In particular,
companies should ensure that they no longer rely on a Safe Harbour
mechanism, as this was declared invalid by the CJEU last October 2015.
Instead companies can rely on the Privacy Shield or Model Contracts and
other mechanisms, although it remains to be seen whether these mechanisms
will be successfully challenged by national supervisory authorities or privacy
advocates. International transfers is an area to watch, as it is in a state of flux

at the moment.
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@ ‘One Stop Shop'

The GDPR introduces a “lite" one
stop shop mechanism.

Controllers and processors will

'predominantly' be regulated
by the supervisory authority
where they have their “main
establishment", but other
‘concerned" authorities may
also be involved in handling
complaints about them.

Changes

The GDPR aims to make it easier for
multinational companies to do business
across the EU by making them subject
to one supervisory authority rather
than a supervisory authority in each
Member State in which it operates. The
GDPR, as adopted, contains a “lite" one
stop shop mechanism built on detailed
cooperation and consistency provisions
(Chapter VII).

Controllers and processors engaged

in cross border processing will be

regulated by the supervisory authority

in the Member State where they

have their “main establishment". That

authority will be the “lead supervisory

authority” (Article 56(1)).

“Main establishment"is defined as:

»  For controllers, the place of its
central administration in the EU
will be their main establishment,
unless decisions on the processing
of personal data are taken in
another establishment in the EU
which has the power to implement
such decisions, in which case that
decision-making establishment will

WHERE TO FIND THIS
E'Q Articles 4, 56, Chapter VII,
Recitals 36, 124-128

be the main establishment.

»  For processors, the place of its
central administration in the EU will
be their main establishment. If there
is none, the establishment where
the main processing activities take
place will be the main establishment
(Article 4(16)).

Individuals have the right to lodge
complaints with their local supervisory
authority. That authority may then, in
specified circumstances, handle the
complaint. The lead authority must

be informed of the complaint and

may decide to handle the complaint
itself. However, if it does so, the other
supervisory authority may submit a
draft decision which the lead authority
will be required to take “utmost account
of"(Article 56 (2) & (3)).

Lead supervisory authorities and
“concerned" supervisory authorities in
other Member States are also obliged
to cooperate and endeavour to reach a
consensus, and to exchange all relevant

information with each other on cross-
border issues (Article 60(1)).

A “concerned" supervisory authority

is defined as one which is concerned
by the processing of personal data
because: (a) the controller or processor
is established in the Member State

of that supervisory authority; (b) data
subjects residing in the Member State
of that supervisory authority are
substantially affected or likely to be
substantially affected by the processing;
or (c) a complaint has been lodged
with that supervisory authority (Article
4(22)).

Lead supervisory authorities are

further required to provide “concerned”
supervisory authorities with draft
decisions for their opinion, and must
“take due account of their views"
(Article 60(3)).

Where the lead authority and other
supervisory authorities cannot reach

a consensus, the EDPB will issue a
binding decision on the matter (Article
65(1)(a)).

It remains to be seen how effective the “lite" one stop shop mechanism will
be in alleviating the need for multinational companies to deal with multiple
supervisory authorities. It will also be interesting to see how smoothly the
cooperation and consistency mechanisms work in practice.

Companies should ensure they can identify the lead supervisory authority
which they will be regulated by, which can be determined according to where
their central administration is. This may prove difficult where decisions about
different processing activities are taken in different Member States. In the event
of uncertainty regarding the lead supervisory authority, companies should map
out where the most significant decisions about data processing are made to help
determine their “main establishment". Companies should also identify which
other supervisory authorities may be ‘concerned" with their activities.
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@ Investigative, Corrective & Advisory
Powers of Supervisory Authorities

Changes processing operations have
m  The GDPR includes a long list of infringed the GDPR;
specific statutory investigative, » Ordering the controller or
corrective, authorisation and processor to comply with
The GDPR includes a long list of advisory powers. the d?ta sybject's. request to
specific investigative, corrective, = Investigative powers of supervisory exerC|'se his/her rights;
authorisation and advisory .. . »  Ordering the controller or
. authorities include (Article 58(1)): . .
powers conferred on supervisory processor to bring processing
authorities. »  Ordering the controller or activities into compliance in
processor to provide any a specified manner and time
information required for the frame;
performance of its tasks; » Ordering the controller to
» Carrying out data protection communicate a personal data
audits; breach to the data subject;
» Carrying out a review of » Imposing a temporary or
certifications which have definitive limitation including a
been issued (all businesses ban on processing;
can voluntarily apply for »  Ordering rectification or erasure
certifications to demonstrate of personal data or restriction
their compliance with the of processing and notification
requirements of the GDPR and of such actions to recipients to
give data subjects confidence whom personal data have been
that their data will be disclosed:
protected); » Ordering the withdrawal of a
» Notifying the controller certification if its requirements
or processor of an alleged are no longer met;
infringement of the GDPR; . .. .
» Imposing an administrative
»  Obtaining access, from the fine, in addition to or instead of
controller or processor, to these corrective measures; and
personal data and qurmahon » Ordering the suspension of data
necessary to perform its tasks; flows to a recipient in a third
and country or to an international
»  Obtaining access to any organisation.
premises of the controller or L .
processor. Authorlsa'tlon and adY|§orY powers
of supervisory authorities include
= Corrective powers of supervisory (Article 58(3)):

= WHERE TO FIND THIS
Q ) Article 58 & 59

authorities, are similar to those
under the Directive, and include
(Article 58(2)):

» Issuing warnings to the
controller or processor that
intended processing operations
are likely to infringe the GDPR;

» Issuing reprimands to the
controller or processor where

»  Advising the controller in
accordance with the prior
consultation procedure (in
Article 36);

» Issuing opinions to the Member
State government on any issue
related to the protection of
personal data;
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»  Authorising processing by a
controller carried out in the
public interest, including in
relation to social protection
and public health, if Member
State law requires such prior
authorisation;

» Issuing opinions and approving
draft codes of practice, drawn
up by associations and other
bodies representing categories
of controllers or processors, to
ensure the proper application of
the GDPR;

»  Accrediting certification bodies;

» Issuing certifications and
approve criteria of certification;

» Adopting standard contractual
clauses for data processing or
sub-processing contracts; or
for data transfers to non EEA
countries (the latter must be
approved by the Commission);

»  Authorising contractual
clauses between a controller
or processor and a controller,
processor or recipient of
personal data in a non-EEA
country or international
organisation;

»  Authorising provisions to be
inserted into administrative
arrangements between public
bodies for international data
transfers; and

»  Approving binding corporate
rules.

The DPC may bring infringements
of the GDPR to the attention of

the courts and commence legal
proceedings in order to enforce

the provisions of the GDPR (Article
58(5)). This right is without prejudice

to the powers of prosecutorial
authorities under Member State
law. The DPC is the current data
protection prosecutorial authority
and we do not expect this to change
under the GDPR.

Member States may, by law, provide
for its supervisory authority to have
additional powers provided that it
does not impair the cooperation
and consistency mechanisms of the
GDPR (Article 58(1) & (6)).

Each supervisory authority must
produce annual reports of its
activities, including a list of types of
infringements notified and types of
corrective measures taken, which
shall be made available to the public
(Article 59).

The GDPR gives supervisory authorities an extensive list of specific
investigative, corrective, advisory and enforcement powers. The DPC's
current broad investigative and enforcement powers in relation to civil

matters will continue under the GDPR.

Companies should familiarise themselves with the DPC's powers and be
ready to cooperate when necessary.
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@ Administrative fines

The GDPR provides supervisory
authorities with the power

to impose significant fines on
controllers and processors for
non-compliance. Businesses will
face fines of up to €20m or 4%

of the total worldwide annual
turnover of the preceding financial
year.

Fines can be imposed in addition
to, or instead of, any corrective

measures (such as warnings or
reprimands).

Supervisory authorities will

have a degree of discretion as to
whether to impose a fine, and the
level of that fine. This may lead
to divergence throughout the

EU in regard to the level of fines
imposed.

Member States may determine
whether and to what extent
public authorities should be
subject to administrative fines.

WHERE TO FIND THIS
@ Article 83 & 84,
Recitals 148-150

Changes

The DPC currently has broad
investigation and enforcement
powers but does not have the power
to impose fines for breaches of the
Data Protection Acts 1988 and
2003. Only the courts may do so in
regard to offences committed under
the Acts.

Under the GDPR, supervisory
authorities will have wide-ranging
powers to enforce compliance,
including the power to impose
administrative fines (Article

83). Fines can be imposed by a
supervisory authority in addition
to, or instead of, any corrective
measure. A reprimand should only
replace a fine in the case of a minor
infringement (Recital 148 & Article
83(2)).

Fines must be “effective,
proportionate and dissuasive"
(Article 83(1)). There are two
maximum thresholds for fines
depending on which data protection
obligation has been breached.

Administrative fines up to €10m or
2% of the total worldwide annual
turnover of the preceding financial
year (whichever is greater) shall be
imposed for infringement of any one
of the following obligations (Article
83(4)):

» Conditions for obtaining a
child's consent (Article 8);

»  Processing which does not
require identification (Article
11);

» Data protection by design and
by default obligations (Article
25);

» Joint controller arrangements
(Article 26);

» Designating a representative in
the State where the controller
is not established in the EU
(Article 27);

»  Obligations of processors
(Article 28);

» Instructions of a controller or
processor (Article 29);

» Records of processing (Article
30);

» Cooperation with the supervisory
authority (Article 31);

» Security measures (Article 32);

» Notification of a personal data
breach to the supervisory
authority (Article 33);

» Communication of a personal data
breach to the data subject (Article
34);

» Conducting PIAs & Prior
consultation (Articles 35 & 36);

» Designation, position & tasks of
the DPO (Article 37-39);

»  Monitoring of approved codes
of conduct (Article 41(4)); and

» Certification mechanisms
(Articles 42 & 43).

Administrative fines up to €20m or
4% of the total worldwide annual
turnover of the preceding financial
year (whichever is greater) shall be
imposed in respect of a breach of
any one of the following obligations
(Article 83(5)):

» The core data protection
principles (Article 5);

»  The non-personal processing
conditions (Article 6);

»  The conditions for consent
(Article 7);

» The sensitive personal data
processing conditions (Article
9%
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» Data subjects' rights
(including information, access,
rectification, erasure, restriction
of processing, data portability,
objection, profiling) (Articles
12-22);

» Transfers of data to third
countries (Articles 44-49);

» Failure to provide access to
premises of a controller or
processor (Article 58(1));

» Compliance with a specific
order or limitation on
processing by the supervisory
authority or the suspension of
data flows (Article 58(2)); and

» Obligations adopted under
Member State law in regard to
specific processing situations
(Chapter IX).

The DPC will have a degree

of discretion in relation to

the imposition of fines. When
determining whether to impose

a fine, and the level of that fine,
the DPC may take into account all
relevant circumstances including
(Article 83(2) (a-k)):

» The nature, gravity and duration
of the infringement (taking
account of the nature, scope
and purpose of the processing,
number of data subjects
affected and level of damage
suffered);

» The intentional or negligent
character of the infringement;

» Mitigation measures taken;

»  The technical and organisational
measures implemented;

»  Any relevant previous
infringements;

» Cooperation with the Irish DPA
to remedy the infringement and

The provision for discretion in
relation to the imposition of
administrative fines may lead to
divergence throughout the EU in
relation to the level of fines imposed.

mitigate its adverse effects; The consistency mechanism (Chapter
VII, section 2) will be available to
national supervisory authorities to
promote a consistent application of

administrative fines (Recital 150).

Categories of data affected by
the infringement;

The manner in which the
supervisory authority became

aware of the infringement; m  Member States have discretion
in regard to whether and to what
extent public authorities should
be subject to administrative fines

(Article 83(7)).

Any warnings, reprimands
already given by the DPC with
regard to the same subject-
matter and compliance with

those measures;

Adherence to approved codes Criminal Sanctions

of conduct; and m  The GDPR does not list any criminal
offences, rather it defers the task of
laying down rules on other penalties
to each Member State, who must
ensure such penalties are “effective,
proportionate and dissuasive". The
provisions adopted must be notified
to the European Commission by 25
May 2018 (Article 84).

Any other relevant aggravating
or mitigating factors.

Unlike in many other Member States, the DPC does not currently have the
power to impose administrative fines for infringements of the data protection
law. The DPC's power to issue fines under the GDPR (and particularly fines at
the limits specified in the GDPR) will significantly increase the risk profile of
data protection compliance/non-compliance. If data protection compliance is
not currently a board room issue, it is certainly likely to be elevated to one in

light of the potential consequences of non-compliance.

Companies should be aware of their obligations under the GDPR and should
prepare for compliance with the GDPR now in order to mitigate the risk of
incurring large-scale fines for non-compliance.
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@ Right to Compensation & Liability

The data controller will be ®  Where both a controller and
responsible for the damage caused processor are engaged in the same
by processing which infringes the processing, and both are responsible

GDPR. The processor will only for the damage caused, they will be
be liable insofar as it has failed to jointly liable for the entire damage

Data subjects can sue both comply with its specific obligations (Article 82(4)).

controllers and processors for under the GDPR or has acted outside

compensation for pecuniary or of its instructions (Article 82(2)). = A controller or processor will be

non-pecuniary damage suffered
as a result of a breach of the
GDPR.

Where non-compliance with the
GDPR is established, a controller
or processor will bear the
burden of proving they are not
responsible for the event giving
rise to the damage.

Changes

The GDPR seeks to provide data
subjects with an ability to recover
“full and effective compensation”
for damage suffered as a result of a
breach of the GDPR. The concept of
damages is to be interpreted broadly
(Recital 146).

Data subjects will have a right to
recover material or non-material
damages (Article 82(1)). The recitals
include a long list of examples of
damage which may arise including
loss of control over personal data or
limitation of rights, discrimination,
financial loss, damage to reputation,
loss of confidentiality of personal
data protected by professional
secrecy and “other significant
economic or social disadvantage”
(Recitals 75 and 85).

WHERE TO FIND THIS
Article 82, Recitals 75 &
146

=

When non-compliance with the
GDPR is established, a controller

or processor will have to prove that
they are not “in any way" responsible
for the event giving rise to the
damage in order to avoid liability
(Article 82(3)).

entitled to recover from the other
controller or processor that part

of compensation paid to a data
subject which corresponds to their
responsibility for the damage (Article
82(5)).

The GDPR provides data subjects with a right to recover non-pecuniary loss
(such as damages for distress). This is a significant change from the current
position under the Data Protection Acts 1988 and 2003. In Collins v FBD
Insurance plc [2013] IEHC 137, the Irish High Court held that non-pecuniary

damage is not recoverable in an action for breach of the duty of care under

the Acts.

With the introduction of joint and several liability between parties engaged
in the same data processing, data subjects may choose who to pursue, and
are likely to opt for the controller or processor with the biggest pockets. It
will then be for the controller and processor to claim back from the other
controller or processor, that part of the compensation corresponding to their

responsibility for the damage.

©

Companies should start to prepare for May 2018 in order to mitigate the risk

of damages claims from data subjects.

Liability provisions in contracts, which involve the processing of personal
data, will need to be carefully reviewed in light of the recast risk profiles of
controllers and processors under the GDPR.
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